MwHoGpHaykn Poccun

PEOEPAJIbHOE NTOCYOAPCTBEHHOE BIOOXXETHOE OBPA30OBATEJIbHOE
YYPEXOEHUE

BbICLUENO O6PA3OBAHUA
«BOPOHEXCKWN rOCYOAPCTBEHHbLIA YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAIO
3aBepytowmi kacbegpon
Bopucos Omntpun Hukonaesmu
Kadeagpa nHgopmauOoHHbIX CUCTEM
28.02.2022
PABOYASA NPOrPAMMA YYEBEHOW AUCLMNIIUHDI
51.B.09 TexHONOrMmM MHTEPHET BELLEN
1. Kop n HanmeHoBaHMue HanpaBrieHUsi NOAroToBKU/cneunanbHOCTU:
09.03.02 NIHhopMaLMOHHbIE CUCTEMBI N TEXHONOMK
2. Mpodunb nogroToBku/cneymnanusayms:

MHdopMaLoOHHbIe TeEXHOSOrMM B UMAQPOBOM An3anHe
3. KBanudmkauums (cteneHb) BbiNyCKHUKA:
bakanaepuaTt

4. ®opma 06yyeHus:

OuyHas

5. Kacdheppa, oTBevyarwLwan 3a peanusaymio QUCLUUNIINHDI:
Kadegpa nHpopmaunoHHbIX CUCTEM

6. CoctaBuTENU NPOrpamMmbl:

3yeB Cepren AnekceeBud (zuyev@sc.vsu.ru)

7. PekomeHpoBaHa:

npotokon HMC Ne 3 ot 25.02.2022

8. Y4yebOHbIN roa;:

2024-2025

9.Ulenu n 3agaum y4ye6HON AUCLMUNIINHDI:

Kypc npr3BaH NoO3HaKoOMUTb CTYAEHTOB C rnobanbHOM MHPaACTPYKTYpOn Ansg
nHdopmMaLmoHHoro obLyecTsa, koTopas obecrneumBaeT BO3MOXHOCTb NpefocTaBneHns 6onee
CINOXHbIX YCNYr NyTeM CoeguHeHns apyr ¢ Apyrom (pmsmyecknx n BUpTyanbHbIX) BELLEN Ha
OCHOBE CYLLIECTBYHOLLMX U pa3BmBaloLLmnXCca PYHKLUOHANIBHO COBMECTUMbIX MH(OPMAaLMOHHO-
KOMMYHUKALMOHHBIX TEXHOMOIMN.

Llenbto gucumnnuHebl ABASETCA N3y4eHne MHCTPYMEHTapus ynpasneHus 1 onTuMmnsaLmm
MPOLIECCOB, NMPOMCXOASALNX B COBPEMEHHOM MHGOPMaLMOHHOM obLiecTBe. CdhopmmnpoBaTtb
OCHOBHbIE MOHSTUSI U OO BSACHUTE TEPMUHOMOTUIO, NMPU pa3paboTke KOHKPETHBIX MPOEKTOB B
chepe «MHTepHETa BELLENY.

OCBOUTb OCHOBHbIE TEXHOSIOMMKU MHTEpHeTa BeLLLeI;IZ onepaunoHHble CUCTEMbI pearibHOro
BpeMEHMN, 0asbl OaHHbIX, KINMMeHT-CepBepPHblE TEXHOIIOTNN, I'IpOMbILIJJ'IeHHbII;I MHTEpPHEeT BeLLl,eI7I
(SCADA).

3agaym yuebHom ancumninHbl: opMmnpoBaHMe OCHOBOMOSIAratoLLmnx NpeacTaBneHni o
BbIYNCINTENBHOW CETU PU3NYECKNX OOBEKTOB («BELLENY ), OCHALLEHHbLIX BCTPOEHHbIMU
TexHonornsMu. [laHHble ceTn NpegHa3HayYeHbl 4518 B3auMOAEeNCTBUSA OPYr C APYrOM UIn
BHELUHEeN cpefon, paccmaTpumBatoLLias opraHM3aumnio Taknx CceTel Kak siBfieHue, crnocobHoe
NnepecTponTb 3KOHOMMNYECKME U OOLLLECTBEHHbIE NMPOLECChI, CKIoYatoLLLee M3 YacTu OeNCTBUI U



onepauuii Heo6XoANUMOCTb y4acTus YernoBeka; PopMNPOBAHNE HABBLIKOB OLEHKM OCHOBHbIX

XapaKTepuUCTUK cnocoboB M YCTPOWCTB agpecaumm, a Takke TEXHONOMMN UAEHTUdMKALMM STUX

npeameToB («Bewer»). MeToabl 1 cpeacTsa, NPUMEHsieMble A1 aBTOMaTUYECKOM
NOEHTUUKaLMN: ONTUYECKN pacro3HaBaeMble naeHTUdMKaTopbl (LUTpUX kodbl, Data Matrix,
QR-koabl), cpeacTBa onpeaeneHns MeCTOHaXOXOEHNUS B PEXUME pearibHOro BpeMeEHM.

10. MecTo y4ye6HOM AUCLUMNNUHLI B CTPyKType OOI:

Y4yebHasa gucumnnmnHa oTHOCUTCS K BapuaTmMBHOM YacTu 6noka b1. [Ins ycneLwHoro ocBoeHus

nporpamMmmbl CTYOAEHT OOJDKEH:

Bnapgetb A3blikamu nporpammmpoBaHus: C++, Java, XML.

BrageTb ocHoBamu Beb-nporpaMmMmmnpoBaHus Ha JavaScript.
YMeTb paboTaTtb B KOHCOMNMM LiNux Ha ypoBHE NONb3oBaTess.
MmeTb npeacTtaBneHne o KynbType u ctune paspabotku MO.

YMeTb Nosib30BaTbCA CUCTEMOWN KOHTPOMS Bepcui (MpeanoyTUTensHoO git).

3HaTb OCHOBbI 3MEKTPOTEXHUKM B 06 bEME LLKOSIbHON NporpamMmbl.

BbITb 3HAKOMbIM C Kypcamu: MaTemMaTu4eckunii aHanus, Teopus BEPOATHOCTEN U
maTemaTuyeckasi cTaTUCTUKa, Teopus MHpopMaLmy, 0GbEKTHO-OPUEHTUPOBaHHOE
nporpaMM1poBaHne, BBEIEHNE B MHTEPHET BELLEN.

11. MnaHupyemble pe3ynbTaTbl 06y4YeHUA No AUcUMNnHe/MoAaynio (3HaHUA, YMeHUs,

HaBbIKN), COOTHECEHHbIE C NNTaHUPYyeMbIMU pe3ynbTaTaMU OCBOeHUS obpa3oBaTeNibHOM

nporpamMmmbli (KOMﬂeTeHLlMﬂMVI BblﬂyCKHVIKOB) N "HAUKaTopamMun nx 4OCTUXeHuUs:

KOI{ W Ha3BaHUEC KOMIICTCHIIU

I1K-2

I1K-2.2

I1K-3

Kox u HazBanue
HWHJIMKATOpa KOMITETCHIIUH

[1K-2 Criocoben
BBINOJIHATh UHTETPALUIO
MPOTPaMMHBIX MOJYJEH U
KOMIIOHEHT, BBIITOJIHSATh
BEepUPUKALINIO
MIPOrpaMMHBIX IIPOJTYKTOB

[TK-2.2 Cobupaer
MIPOrpaMMHbIE
KOMITOHEHTHI B
MIPOTPaMMHBIN IPOIYKT

I1K-3 Cniocoben
BBIITOJIHATH pa6OTI)I 10
CO3JIaHUIO0 (MOJTU(UKALIN)
Y CONPOBOKIACHUIO
MH(POPMAIIMOHHBIX CUCTEM

3HaHUs, yMEHMUS,
HaBBIKH

Cnocoben
BBITIOJHATH
MHTETPALUIO
HPOrPaMMHBIX
MOJYJIEN 1
KOMIIOHEHT,
BBITTOJTHATh
BepuduKanuio
IPOTPaMMHBIX
IPOAYKTOB

CoOupaet

IIPOrpaMMHBIE
KOMIIOHEHTHI B
IIPOrpaMMHBIN

IIPOAYKT

Cnocoben
BBINOJIHATH PaOOTHI
10 CO3/IaHUI0
(MonuduKkaumn) u
COIIPOBOXKICHHIO
MH(POPMAIIMOHHBIX
cCUCTEM



KOI[ U Ha3BaHUEC KOMIICTCHIIN

[1K-3.1

I1K-4

I1K-4.1

[1K-4.4

Kox u na3sBanue
WHJIMKATOpa KOMITETCHIIUH

IIK-3.1 3HaeT sA3BIKHU U
METO/IbI
MIPOrpaMMHUPOBAHHSI,
HHCTPYMEHTBI ¥ METOJIUKH
TECTHUPOBAHUS
paspabarsiBacmbix M1C

IIK-4 Cnocoben
MIPOBOINTH aHATH3
TpeOOBaHMH K
MIPOrPaMMHOMY
00€eCcIeYeHnIo, BEITOIHATE
paboThI IO
MIPOESKTHPOBAHHIO
MIPOrPAMMHOTO
obecreyeHus

[1K-4.1. 3naet npuHIUIIBI
MOCTPOCHHSI APXUTECKTYPHI
IPOrPaMMHOTO
obecrneueHUst, METOIBI U
Cpe/CcTBa MPOCKTUPOBAHUS
MIPOrPaMMHOTO
obecneueHUs

[1K-4.4 OnuceiBaet
TEXHOJIOTHH 00paboTKH
JAHHBIX JIJI51 BO3MOKHOCTH
WX UCTIOJh30BAHUS B
IIPpOrpaMMHOM Ccpele,
BKJTIOYAst BOIPOCHI
napasienbHoi 00paboTKH

12. O6bem AucuUNuHbI B 3a4eTHbIX eaMHULax/yac:

2/72

dopmMa NpoMeXXyTOYHOW aTTecTauuu:

3aueT, KoHTponbHas paboTa

3HaHUs, yMEHUA,
HaBbIKU

3HaeT SI3bIKU U
METO/IbI
MPOrPaMMHUPOBAHHSI,
HHCTPYMEHTHI U
METOIUKHU
TECTUPOBAHUS

pa3pabaTbiBacMBbIX
15(¢

Crniocoben
MIPOBOJNTDH aHATH3
TpeOOBaHUH K
IPOrPaMMHOMY
00ecneyYeHuIo,
BBITIOJIHATE PaOOTHI
o
MIPOSKTHPOBAHHIO
IPOTPaMMHOTO
obecrieueHus

3HaeT MPUHIIMITBI
MOCTPOCHHUSI
ApXHUTEKTYPBI
IPOrPaMMHOTO
obOecrieueHus,
METOJIbI M CPEICTBA
HpOCKTI/IpOBaHI/Iﬂ
IPOTPaMMHOTO
obecreueHus

OnuceiBaer
TEXHOJIOTUHI
00paboTKH JaHHBIX
JUTSL BO3MOXHOCTHU
UX UCIOJIb30BaHUs B
IIPOrpaMMHOMN
cpelie, BKIrYast
BOIIPOCHI
napajuieJIbHON
00paboTku



13. TpyaoeMKOCTb N0 BuAAM y4eOHOMN paboThbl

Bun yae6HO# paboThI Cemectp 6
AynuTopHBIE 3aHATHS

JlekumoHHbIE 3aHATHS
JlaGoparopHble 3aHATHS
CamocrosiTenbHas paboTa
Kypcosas pabota
[IpoMexxyTouHas arrectauus
Yacel Ha KOHTPOJIb

Bcero

3anonHuTb Buapl y4ebHor paboThl
13.1. CopepxaHue AUCLUNINUHDbI

n/m  HammeHoBaHue Conepxanue
paszjena QUCHMIUIMHBL  pasjesa
TV CIUATUTHHBI

Jlexuun

HNurepuer AnnapartHas

BeIIeH COCTaBJISIONA
o Cern
nepeaadn
JIaHHBIX.
IIporpammHas
COCTAaBJIAIONA
s IDE
IpOrpaMmMupo
BaHMsA JUIS
WHTEpHETa
BEIIICH.

KiroueBsle SmartThings,

TEXHOIOTHH Bluetooth
Low Energy,
IBM

Bcero
32

16
16

40

72

Peanuzauus paznena
JUCLUIUIMHBI ¢ TIOMOIIBIO
OHJIaliH-Kypca, OYMK

https://myitacademy.ru/

https://myitacademy.ru/


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue

pasnena JUCIUILUTHHBI

OcHOBHBIE
3a7a4u
WHTEpHETA
Belle

Cdepsr
HPUMEHCHUSI

WHTEpHETA
Belle

STM32

ESP32

Coneprxanue
pasnena
JUCLATIIMHBI

Cloud,

GSM, LoRa,
Wi-Fi,
MQTT,
RTOS,
MBed,
STM32

MoHuTOpHHT,
yIpaBJICHHUE,
ONTUMU3ALNS
, aBBTOHOMUS

Menununa,
CEIIbCKOE
XO3STUCTBO,
MIPOMBIIUICHH
OCTb, YMHBIN
10M,
ypOaHUCTHKA,
DKOJIOTHS,
TPaAHCIIOPT,
KKX,
JIOTUCTHKA U

Ap.

Tanmepsl,
BXO/IbI-
BBIXO/BbI,
MHOT'OTIIOTOYH
OCTb.
Yupasnenue

IpepbIBaHUIM

U B CHCTEMaxX
pealbHOTO
BPEMEHH.

OnruMu3anus

3aTpar
OIIEPATUBHOMN
aMATH

Wi-Fi +
Bluetooth
OIIMCAaHHUC U

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/

https://myitacademy.ru/


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue

pasnena JUCIUILUTHHBI

CeHncopsl! (1mu
JATYNKH )

Cpensi
pa3paboTku

CeteBble
MIPOTOKOJIBI

Coneprxanue
pasnena MUCIUIUINHEI C IOMOIIBIO
JOUCIHUITIIINHBI

Peanuzanus paznena

oHnaitH-kypca, OYMK

XapaKTepUCTH
KM YHIIa.
Crek
MIPOTOKOJIOB
CTaH/IapTOB
Wi-Fi
802.11nu
BT4.2.
HuTepdeticbt
SPI/SDIO u
IP’C/UART

Undpakpaca  https://myitacademy.ru/
BIN

JaJIbHOMCED,

Jartunku

JaBJICHUA,

BJIAJKHOCTU H

TEMIIEPATYPHI

VYapTpa3Byko
BOM CEHCOp;
I'mpockor;

Jatunku
rasa, IMU-
CEHCOop;
MEMS u np.

Mbed; https://myitacademy.ru/
Ownnaiig-1DE

Mbed; Mbed

Studio;

Keil;

IAR;

PlatformlO;

Visual Studio;
STM32Cube;

CooCox

Monens OSI;  https://myitacademy.ru/
CTCK
IMPOTOKOJIOB


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

n/n HaumeHoBaHue
pasjena JUCHUILIHHBI

Coneprxanue
pasnena
JUCLATIIMHBI

Peanuzanus paznena
JOUCHUIIIMHBI C TOMOIIBIO
oHnaitH-kypca, OYMK

S3bIKHN
MPEACTABICHUS
MAHHBIX.

[Tpotokomnbl
nepeaadn
JTAHHBIX

JlaGoparopHble
paboThI

Hcnonn3oBanue

STM32

CeHcopbl

802; LAN,

PAN,
LPWAN, NB-
loT;
cnenudukanu
s

802.15.4;
IPV6;
LoWPAN;
ZigBee-cetn

XML; JSON;
YAML

[Ipotokon
CoAP.
[Ipotokon
MQTT.

O6uaunble
TEXHOJIOTHH.
[Tnardopmsl

WNHurepHera
BellEn

N3yuenue
TaliMEepOB U
MHOTONOTOYH
OCTH.
Peanmuzanus
YIpaBJICHUS
[IPEPBIBAHUIM
U B CHCTEMax
peanbHOro
BpEMEHU

N3yuenue
paboThI
UH(pPaKpacHO
ro

https://myitacademy.ru/

https://myitacademy.ru/

https://myitschool.ru/edu

https://myitschool.ru/edu


https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/
https://myitacademy.ru/

/i

HaumenoBanue
pasnena JUCIUILUTHHBI

Cpensl
pa3paboTKu

Konuposanue
JUUISl THTEPHETA
BelIer

[TpoTokobI
nepeaadu
JTaHHBIX
UCIIOJIb3YyEMbIE
TEXHOJOTUH
VHTEpPHETA
BEILICH

Coneprxanue
pasnena
JUCLATIIMHBI

B

JaIbHOMEDA,
JATYNKOB
JaBJICHUS,
BJIQXKHOCTH U
TEeMIIEPATypPbl
; THpOCKOIa

Peanuzanus paznena
JMCILIUIUIMHBI C TIOMOIIBIO
OHJIaliH-Kypca, DYMK

N3ydenue https://myitschool.ru/edu

Mbed;
Ownuang-1DE
Mbed; Mbed
Studio; Keil
uVision

N3yyenue https://myitschool.ru/edu

XML, JSON

Peanu3zarus https://myitschool.ru/edu

IpOeKTa  Ha
001aYHBIX
TEXHOJIOTHSIX.
Hcnonw3oBan
ue
1aT(hOpMbI
Nutepnera
BEIIEH.

13.2. Tembl (pasgenbl) QUCLMNIUHBI U BUAbI 3aHATUN

No /1t

HanmenoBanue
TeMBI (pa3zena)

WNHtepHe
T Belen

Kirouessl

Jlexumonn  Ilpaktuuec  Jlabopar

b€ 3aHATHS ~ KHe OpHbIE
3aHATUA 3aHATUA

1 1

1 1

Camoct
OSATEIh
Has
pabora

[Ipoexr
1o
npeame
Ty 40
qac

2

2

Bce
ro



Noen/m  HaummenoBanme  Jlekumonn  Ilpaktuuec  JlaGopar Camoct Bce
TEeMHbI (pa3jiesia)  ble 3aHATUS ~ KHUE OpHBIE 0oSiITeNb  TO
3aHSATUS 3aHATUS ~ Had
paborta

c
TCXHOJIOT
nn

3 OcHoOBHEI 2 2
e 3ajauu
HHTCPHET
a Belen

4 Cdepsnr 2 2
MIPUMCHE
HHSA
WHTEPHET
a Belen

5) STM32: 4 4 6 14
TalMepBl,
BXO/IbIBBI
XOJIbl,
MHOT'OITO
TOYHOCTb

6 Cencoper 2 2 8 12
(v
JATYUKH)

7 Cpensl 4 4 6 14
pazpabot
KH

8 CereBble 2 8 10
MPOTOKOJT
bI

9 SI3BIKHN 10 10

HUmozo 16 0 16 40 72/0

14. MeTopgn4yeckme ykasaHus Ans oby4yaromxcs No OCBOEHUO ANCLUNINHDI

BHeayguTopHasi camocTosiTenbHasi paboTa CTyAeHTOB BKIoYaeT NpopaboTky
maTtepuaros NeKuni, n3yyeHne pekoMeHaoBaHHON NuTepaTypbl, NOArOTOBKY K
KOHTpOnbHbLIM paboTam, NOAroTOBKY K rlabopaTopHbIM paboTam U KX 3aluTam,
MOATOTOBKY K 3alUMTE TUMOBbIX MPOEKTOB.

15. NepeyeHb OCHOBHOW U AONONHUTENLHOW NUTEPaTYpPbl, PECYPCOB UHTEPHET,
Heo6XoAMUMbIX ANA OCBOEHUA AUCLMNITUHDbI



Ne Hctounuk
/1

1 [Manynosckas H. B. OcHOBBI nHTEpHETA Beliel: yueOHo-MeToquueckoe nocoodue / H. B.
[TarrynoBckast ;— ExatepunOypr: U3a-Bo Ypan, yu-ta, 2022,— 104 ¢. — URL:
https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html

0) pononHuTenbHas nuTeparypa:

No HUctounuk
/1
1 JHonansa A. Hopman. SI3sik Bemieit Oyaymnero. — M.: Strelka Press, 2013. — 224 c.

2 Cymxwuy, [1. S3wik Bemieii / JI. Cymxuu. — M. : Strelka Press, 2013. — 240 c.

3 3apamenckux, EBrennii [lerpoBuy. HTEpHET Bemel : uccineqoBanus 1 001acTh
npumenenus / E. T1. 3apamenckux, U. E. Aptember. — M.: UTHOPA-M, 2015. — 188 c.

4 I'punrapn, C. Uurepuer Beweit: bynymee yxe 3neck / C. ['punrapa. — M. : AnbnuHa
Humxuran, 2015. — 188 c.

B) MH(DOPMALIMOHHbIE 3NEKTPOHHO-06pa3oBaTesfbHblE PECYPChI:

Ne i/t Hcrounuk

1 www.lib.vsu.ru 3Hb BI'Y

16. NepeyeHb y4eObHO-MeTOANYECKOrOo o6ecnevyeHust ANA CaMOCTOATENIbHOM pa6oThl

Ne UcTounuk

n/m

1 Anppeit Hucnas (Ctpux). Pazpabotka ycrpoiicts 10T - To, 0 4eM He HanmKMCaHO B KHUTAX.

— Pexxum octyna : https://www.youtube.com/watch?v=75m_AUbM1m8

17. Obpa3oBaTefibHble TEXHONOIMU, UCNOSNb3yeMble Npu peanusauum y4eoHomn
OUCLMNIUHBI, BKIIOYasA AUCTaHLMOHHbIe o6pa3oBaTtesibHble TexHonorum (OOT),
3neKTpoHHoe o6y4yeHune (J0), cmewaHHOe Ooby4eHue):

OS Mbed. — Pexum goctyna : http://osmbed.com

18. MaTepumanbHO-TeXHU4YECKoe obecneyeHne AUCLUNIIVHDI:

KomnbloTepHble Knaccbl akyrbTeTa KOMMNbITEPHbIX HAayK, MPOEKTOP AN AeMOHCTpauun
TeopeTudeckoro matepuana. Cucremol Ha kpuctanne STM32 tnna NUCLEO-L152RE.
OtnapoyHas nnarta Ha 6aze MCU STM32L152RET6 (ARM Cortex-M3), ST-LINK/V2-1, Arduino-
nHTepdenc. CeHcopsbl 1 BcnoMoraTernbHble nnarta ans Arduino, noagkntodaemsie kK NUCLEO-
L152RE.

19. OueHOYHbIe cpeacTBa AJisl NPoBeAeHUs TeKyLen U NPOMeXYTOYHOM aTTecTauum
Mopsaok OLEHKM OCBOEHMS 0byvatoLmMMmncs y4ebHoro Matepuana onpegensieTcs cogep>xaHnem
crneayoLmx pasnenos ANCUMMNIINHDI:

Ne  Pasnensl TUCIUILUINHBI Konx Kon naaukaropa OneHoYHbBIE
n/m (MOIynn) KOMIIETCHIIUU CpeACTBa IS
TEeKyIIe

aTTeCTalnuu


https://radiohata.com/textbook/5624-osnovy-interneta-veschej.html
http://www.lib.vsu.ru/
http://osmbed.com/

Ne
n/n

Pa3nensl TUCIUIIITNHE Konx Kon nnaukaropa OLeHOYHbBIE

(Momynun) KOMIIETEHIINU CpeACTBa s
TEeKyIIei
aTTecTalyu

STM32. Cpenbr [1K-2 I1K-2.2 Cobupaer TectoBoe 3amanue.

pa3zpabotku. CereBble porpaMMHbIE TunoBbie NPOEKTHI

MPOTOKOJIBI. S3bIKK KOMIIOHEHTHI B

[pEeACTaBIICHUA IIPOrpaMMHBIN

JnaHHbIX. [IpoTOKOIBI MPOAYKT

nepeaadn JaHHbIX

ESP32 [1K-3 [1K-3.1 3xaer s3p1ku = TecToBOE 3amaHue.
1 METOIBI TUNOBBIE MPOEKTHI
IPOrPaMMHUPOBAHHS,
WHCTPYMEHTHI U
METOIUKHU
TECTUPOBAHUS

pa3pabaTbiBaeMbIX
ncC

[Tporpammuas [1K-4.1 3naer TecroBoe 3ananue.
cocrasiromas. IDE TIPUHITATIBI TumnoBbie MPOEKTHI
IPOrPaMMHUPOBAHUS JISI MTOCTPOCHHUS
HMHTEPHETA BEIICH. APXUTEKTYPHI
K-4 MIPOrPaMMHOTO

obecneyeHus,

METOJIbI U CPEJICTBA

MIPOSKTUPOBAHHUS

MPOrPaMMHOTO

obecrieucHus

STM32. Cpenpr [1K-4.4 OnuceiBaer  TectoBoe 3amanue.
pa3pabotku. CereBble TEXHOJIOTUU TunoBsle NPOEKTHI
IIPOTOKOJIBI. 00paboOTKH JaHHBIX
ANTOpUTMBI JUTSl BO3MOYKHOCTH
napajuIeIbHON UX MCIIOJIb30BaHUS B
[1K-4.4 o

00paboTkH pOTrpaMMHOM
uH(popMalun cpene, BKIrYas

BOIIPOCHI

napasieabHON

00paboTku

[MpomexyTodHas atTectauuns
dopma koHTpong - 3adveT ,KoHTponbHasi paboTta
OueHo4Hble cpeacTBa 4518 NPOMEXYTOYHOW aTTecTaLmm

dopmmpoBaHUE OLEHOK:

JlabopaTopHble paboTbl nocrne BbINOMHEHUS OUEHMBAOTCA MpenogasaTenem, W
BbICTABIISIETCA OLEHKA «3a4yTeHo» npu ycrioBumM oTBeta Ha 80% Bonpocos
npenogasatens no npegMmeTHonm obnactm nabopartopHonm paboTtel. Mo  wuToram
nabopaTopHbIX paboT 1 YCTHOIO OTBETA CTYAEHTA BbICTABMSAETCH OLEHKA «3a4TEHO» UK



wh ke

«He 3a4TeHO» no nabopaTtopHbIM pabotam Bcen aucumnnuHbl. K caadve 3adeta ¢ OLEHKON
JonyckawTcsa CTyaeHThl, caaBwme 100% nabopaTopHbix paboT.
CooTHoOLWEHWE NoKasaTenemn, KpUTEPMEB 1 LIKanbl OLLEHUBAHUSA pe3ynbTaToB 00y4YeHus.

KpuTtepuu oneHUBaHUsI KOMIIETCHIIUNA [MIxana
OLICHOK
YpoBeHb
c(hOpMUPOBAHHOCTH
KOMIETEHINH
CTyAeHT Ba/IeeT TEOPETUUECKUMU [ToporoBslif ypoBeHb [3auTeHO

OCHOBaMHM JUCLMILINHLI, CIOCOOEH
[IPUMEHATHh TEOPETUUECKUE 3HAHUS Ha
npakTuke. OO0yJaronuics MOXET 1aBaTh
HEITOJIHBIE OTBETHI Ha JOIOJHUTEIILHBIE
BOITPOCHI.

— He 3auTeHo
OO0yuvaromuiics JEMOHCTPUPYET
OTPBIBOYHBIC, parMEHTAPHBIC 3HAHHUSI,
oryckaeT rpyObie OIKUOKH B
[IpeIMETHOM 00J1acTH. ]
20 TunoBble OLEHOYHbIEe cpeacTBa WM MeToAMYEeCKMe MaTepuanbl, onpeaensilolme
npouenypbl OLeHNBaHUA

20.1 TeKywWunin KOHTPOSb yCNeBaeMoCTH

KoHTponb ycneBaemocTu No AUCLUMUMNIMHE OCYLLECTBIISETCA C NOMOLLbIO TECTOBbLIX 3a4aHni
20.1.1 TecToBOE 3agaHue

BapuaHT 1
Kakon ypoBeHb B rubpugHon mogenm obbl4HO 0603Ha4vaeTcs cokpailieHnem MAC?
Mo kakon mogenu pabotaeT npotokon MQTT.
OnepaunoHHas cuctema, Haunbornee 4acTo UCMorb3yemas Ha OOHOMMAaTHbIX KOMMbIOTEPax
Hanogobue Raspberry Pi.
BapuaHT 2
Ykaxunte, noBepx Kaknmx TPaHCMOPTHBLIX NPOTOKOOB 06bLIMHO NMCMOMb3YITCA 3TN MPOTOKOSbI
npuknagHoro yposHa: MQTT, HTTP, CoAP.
ARM — 370 dhrpma-nNpon3BOAnTENb apXUTEKTYpbl NpoLieccopa, UM cammx NpoL,eccopoB?
3ayem HyxxHbl GPIO B MUKpOKOHTpornepe?
BapuaHT 3
Kakas n3 HmkenprBeaeHHbIX ceTen pa3BepTbIBAETCA B NIMLEH3MPYEMOM AnanasoHe?
LoRa, SigFox, Ctpwk/BasunoTt, NB-loT.
PaccTtaBbTe 3agaum VIHTEpHeTa BeLLen No YPOBHSAM, Ha4YMHas OT CaMoro nNpocToro (ypoBeHb 1)
n3akaH4MBasi CaMblM CMOXHbIM (YpOBEHb 4)
Ynpasnenune. Ontummsaumns. ABTOHOMHOE ynpasneHne. MOHUTOPUHT.
Mo kakon mogenu pabotaet IBM Cloud?
BapuaHT 4
UTo n3mepsieT TeH3ogaTumK?
Kakon cumBon B npotokone MQTT nossornsieT BbibpaTh BCe HUKECTOSLLME TOMUKM Ha BCEX
YPOBHSAX?
* A+ ?
Kakon ctaHgapT onuceiBaeT 6ecrnpoBOaHbIE CEHCOPHbIE CETU?
802.15.4, 802.11, 802.3, 802.15.1
BapuaHT 5
1. Kakon ctaHgapT onuceiBaeT 6ecrnpoBOAHbIE CEHCOPHbIE CeTU?
802.15.4, 802.11, 802.3, 802.15.1
Cdpepa npumeHeHns LoRa, roe oHa no-npexxHemy 6yaeT akTyarnbHa, HECMOTPSA Ha NOsiBNEHNEe
NB-loT
Mo kakon mogenu pabotaeTt npoTtokon CoAP.
JononHuTensHbIe BOMPOCHI:



1. Kakoit TepMUH HE CylIECTBOBAJ /10 MOSBJICHUSI HHTEPHETA BEIICH?
ACKYD

ACVYTII

Basuor

SCADA

2. Bac mpocsT momMods ¢ BEIOOPOM JaT4HKa BIAKHOCTH JJIS TEIUIMIL: 3a7a4a COCTOMT B TOM,
YTOOBI 3aMEPSTh YPOBCHD BJIard M B IOYBE, U B BO3/yXE, a IIPU CHJILHOM TaICHIUH WK
pasHHIle YPOBHEH BKJIHOYATh CHCTEMY OpolileHus. UTo Bel ocoBeTyeTe?

Haruuk AM2302 DHT22

JHaruuk CCS811 HDC1080

Hatuuk RS485

ITocoBETYIO MOAKITIOUNTH K 00CYKICHUIO HHKEHEPA: TaHHBIX Majlo, BBIOODP JaTYHMKOB
0OJIBIIION

3. Kakoit U3 3j1eMEeHTOB YMHOT0 3aMKa, KOTOPbIi OTKpbiBaeTcs Oiaroaaps Bluetooth-
KoMaHje ¢ TenedoHna, He oOs3aTeneH?

Jatuuk

Axrtyatop (McnonHuTenbHOE YCTPOHCTBO)

barapest unu WHOW UCTOYHUK MUTAHUSA

MuKpoKOHTpoOJLIEp

Pagnomonyne

4. Kakoit u3 9Tix (paKTOpOB HYXKHO YUUTHIBATH IIPU BBHIOOPE TATUMKA B TIEPBYIO OUEPEh?
DOHeproaGpheKTUBHOCTH

I"aGapurts! (pazmepsl)

TouyHOCTH UBMEpPEHUHN

JlnanaszoH n3mMepeHuin

Bce dakTopsl HY)XHO yuecTh

5. Kak myuiie 3aluTUTh BCIO CHCTEMY MHTEPHETA BELIEH?

Hanucats 1 ncnosb30Bath CBOIO CHUCTEMY IM(POBaHMS JaHHBIX Ha BCEX 3Talax Mx
nepenadu.

CkauaTp ¥ YCTaHOBUTH aHTUBUPYCHI Ha BCEX YCTPOMCTBA, 0A30BbI€ CTAHIIUU U CEPBEPHI.
OOpatuThCs K CrienuanucTaM no KubepOe30MmacHOCTH U 3aKa3aTh KOMILJIEKC YCIYT Y HUX.

6. Cepsep MHTepHeTa Bewlell mpuHUMaeT B cpeiHeM 1 u3Mepenue B cekyHy. CKOIbKO
HeoOxoaumo Bpemenu st HakorieHus 100 000 qaHHBIX, HEOOXOIUMBIX JIJISl UX aHAJIM3a B
cucteme Big Data? 1 cytku, 3 yaca, 46 munyt u 40 cekyH/I

7. Yto Takoe «MHTepHeT Bemel»? JlaTh pa3BEPHYTHINA OTBET.

8. Uto Takoe «OnepanoHHas CUCTEMAa PEAIbLHOTO BPEMEHN»?

9. B kakoit pexomenaauun MCD-T npuBesieH aHau3 0OCOOCHHOCTEN ceTeBOW 0e30macHOCTH
JUTSI CEHCOPHBIX CETEH?

10 Ha kakue MOZACIIN TCCTUPOBAHUA MOKHO pa36I/ITB APXUTCKTYPY UHTCPHCT BCIJ.ICﬁ?

11. Yro Takoe «MHTEpHET Bewei»?
JlaTh pa3BEPHYTHIN OTBET.



WNutepHer Bemiel — 3TO cUCTEMa B3aMMOCBSI3aHHBIX BBIUUCIUTEIBHBIX YCTPOUCTB, KOTOPHIE
MOTYT cOOMpATh U MepeaaBaTh JaHHbIe 10 ceTH MHTepHeT 6e3 ydacTus 4eioBeka U BO 6jaro
YeJI0BeKa.

WuTtepHer Bemied CBS3bIBaeT Pa3IMYHOrO poaa (U3NYECKUe OOBEKThI, CIOCOOHbBIE
B3aUMOJICHCTBOBAaTh MEXJIYy COOOM W BHEIIHUM MHPOM camocTosATeabHO. KoHuenims
«lHTepHeTa Bemiei» MOXKET CYIIECTBEHHO YIY4YIIUTh MHOTHE cQepbl Hamled XU3HU U
MIOMOYb HaM B cO3JjaHUH OoJiee yI00HOTO, YMHOTO B 0€30ITaCHOTO MUpA.

WuTepHer Belielt — KOHLETIUS CETU Iepelay JAHHBIX MEXIy (pu3ndeckumMu oObEeKTaMu
(«sewyamuy), OCHAUIEHHBIMH  BCTPOCHHBIMH  CPEACTBAMH W TEXHOJIOTHUSAMH IS
B3aMMOJICICTBUS APYT C APYrOM WK ¢ BHeUIHel cpenoi. [lpennonaraercs, 4To opraHu3anus
TAKUX CETed CMOCOOHA TMEpPECTPOUTh OSKOHOMHYECKHE U OOIIECTBEHHBIE TPOIIECCHI,
UCKITIOYUTH U3 YaCTH JIEUCTBUHN U onepanuil HEOOXOJMMOCTh y4acTHsI YeI0BeKa.

Ecnamn crygeHT oTMeTun Bce TpU MOAXOJAA K ompeneneHuto nouatus «uTepHer Bemen» —
oleHKa — 3.

Ecmu cTynenT Ha3Ban 2 moaxozaa — oleHka — 2.

Ecnu ctynenT Ha3Ban Tonbko 1 moaxona — ouenka — 1.

Ecnu cTyneHT He Ha3Ball HU OJJHOTO OmpeesieHus — oreHka — 0.

12. Kommanuss TpeOyeT HCIONb30BaHUS O€30MacHOro 3amuppOBaHHOTO HHTEPHET-
COCIMHEHHUS TIPU MOAKIIOYEHUN K KOPIOPATUBHOM CETH M3-3a MpeenoB KoMranuu. Kakue
TEXHOJIOTUU CIJIEyeT HCIOIb30BaTh, KOTJA COTPYAHUKHU IYTEIIECTBYIOT M HCIOJIB3YIOT
HOYTOYK?

* VPN

* Touka mocryma Wi-Fi

* Cupu

* Bluetooth

13. Kakoil Tunm TecTUpOBaHUS MOXKET MPOBECTU KOMIAHUS, YTOOBI MPOAEMOHCTPUPOBATH
MIPEUMYIIECTBA MOJKIIIOUCHHS K CETH HOBOM «BEIIN», KOTOPOU paHblie He ObLIO B ceTh?

* IPOTOTHIHPOBAHUE

* IEPEHOC

* pa3BUTHE

* (popmupoBanue

14. UYrto orpaHuuMBaeT THUIMBl PA3MUYHBIX OOBEKTOB, KOTOpPbIE MOTYT CTaTh
WHTEJUICKTYaJIbHBIMU JaT4rKaMu B VIHTepHeTe Bemien?

* pa3Mep UHTEpHETA

* Halle BOOOpakeHue

* 3aKOHOJATENIbCTBO

* HAJIMYME MOIIIHOTO CETEBOT0 000PYI0BAHUS

15. Anpec cepBepa «UMHrepHera Bemiei»: 49.122.1.255 kak BBINISIAUT 3TOT aJpec B
IIBOMYHOM CUCTEME CUHUCIIEHUS?

110001.1111010.1.11111111

16. Kakue mpeumyiiecTBa CyJIuT HaM MaccoBoe BHeApeHue «HTepHeTa Bemein».
OcBoO0k1eHHE YeTI0BeKa OT pyTHHHOTO TPYAA.

20.1.2 TyinoBble NPOEKTHI

BbINonHEHNE TUNOBOrO NPOEKTa ABMASETCA HEOOXOAMMbIM YCIOBUEM [OMycKa CTYAEHTOB K
NTOroBOMY 3a4€Ty. TUNOBOW NPOEKT BLIMOSHAKTCH B TpU aTana:

MepBbit — BbLIOOP NPOEKTa 1 NOArOTOBKa HEOOXOAUMbBIX KOMMIEKTYOLLMX C BbIBOLOM
pe3ynbTaToB Ha BCTpauBaeMbIn nHAMKaTop, 6e3 ynpaBneHus peanbHbiM OO bEKTOM.

BTopon atan — ynpaBneHue peanbHbIM OO EKTOM C BbIBOOOM peakuun ob6bekTa Unm gaHHbIX ¢
natyukoB Ha PC.



CoNoOr~wWNE

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.

TpeTunit aTan — NosHoe ynpasreHne 06 beKTOM UK CHUTbIBAHME NOKa3aHWA AaTHYMUKOB C
nepegadern AaHHbIX MO paguvokaHany nnmn nocpencrtsom WEB-nHTepdenca. Caoatotces aTtanbl BO
Bpems pybexHbIX atTectaumii. [pun 6onbLUIOK CROXHOCTM NpoeKkTa AonyckaeTcs o6beguHeHne
CTYOEHTOB B rpynnbl No 2-3 YerioBeka B rpymnne.

MpumepHbIN NepeYveHb NpoekToB ¢ STM32:

USB reHepaTop-4acTtoToMep.

Yachkl Ha cBeToguoaHon matpuue 8*8

CkaHep wuHbl 12C.

N3meputenb ypoBHS 3BYKa.

CeeTtoanogHbin 3D kyO.

My3bIKanbHbIN 3BOHOK.

Lndposoi nameputens mowHoctn n KCB.

OneKkTpoHHasi rpoBas KOCTb.

TeTpuc.

. MMHMaTIOpHbLIN BONLTMETP Ha cemucermeHTHoM LED mnHaukaTope.
. Nporpammarop.
. ABTOMaTu4eckoe 3apsgHo-TpeHMpyloLlee YCTPOUCTBO N n3aMepuTens EMKOCTH anga 12V

repMeTUYHbIX akKyMynAaTOpOB.
TepmocTaT Anga 3nekTpU4ecKoro YamnHuka.

YacToTHbIN NpeobpasoBaTenb A5 aCUHXPOHHOIO ABUraTens.

FM - paguonpuemHuk, TEA5767, SSD1306.

TepmomeTp ans astomobunsa Ha OLED gucnnee.

BaTTmMeTp nepemMeHHoro Toka.

LiBeTomy3bIkanbHas ycTaHoBKa.

N3meputenb AnMHbI UIMMYMbLCOB.

YHuBepcanbHbIi U3mMmepuTenbHbIN Nprubop.

HID knaBuaTypa Ha 16 knasuL.

CyTOu4HbI Tamep ¢ BEO-NHTEPENCOM.

DDS reHepaTop curHanos Ha AT90USB162 n AD9833 ynpasnaembin no USB.
16 kaHanbHbLIN perncTpaTop TemMnepaTypsbl.

N3meputenb YacToTbl 1 cos(¢) npomMbiinieHHon ceTn 50 .
ONEKTPOHHBIN PerynsTop MOLLHOCTM NepeMeHHOro Toka.
Ocuwmnnorpadc DSO.

OneKkTpoHHOE pene ¢ PhyHKUMEN NNaBHOIO BKAOYEHUS cBeTa dap.
lMpocTon MynbTUMETP.

OnNeKTPOHHbIE Yacbl-KaneHaapb-0yaANNbHUK C Pe3epBHbIM MUTAHUEM.
M3mepuTenb pacxoda »UOKoCcTu.

GSM curHanuasaums.

[uctaHuMOoHHOe ynpaBneHue no tenedoHy.

BonbTMeTp NnepemMeHHOro HanpskeHus(TpexdasHbin).

Bnok ynpaBneHusa BogoHarpesaTtenem.

3apsagHoe yctporcteo ang LiPo akkymynaTopos.

DDS reHepatop Ha STM32.

TecTtep RC-5.

KogoBbI 3aMOK C 3HKOAEPOM.

LWNM-perynaTop.

Bnok ynpaBneHusa BeHTUNSTopamMmn KoMneoTepa.

N3meputenb eMKOCTU N MHOYKTUBHOCTMW.

Bnok nutanua 0 - 25B, 0 - 5A ¢ rpacuyeckum LCD.

"eHepaToOp TECTOBLIX CUrHAMOB 41151 MOHUTOPOB.

TecTep NnonynpoBOAHUKOBbLIX 3N1IEMEHTOB.

BonbTmMeTp ¢ aBTOMaTU4ECKUM BbIDOPOM NPEAEnoB N3MEPEHNS.

16 kaHanbHasa cuctema MHPaKPaCHOro AUCTaHLMOHHOIO YNpaBreHus.
AHanusaTop crnekTpa 3ByKOBOW YacTOThl.

YHuBepcanbHbI nepeknodaemsin nynbT Y ¢ npotokonom RC-5.
JomaluHas meTeocTaHums.

20.2 MNMpomexyToyHaa aTTecTauumsa



OueHKa 3HaHW, YMEHUI N HaBbIKOB, XapakTepuayroLlas atans OpMUPOBAHNS KOMMETEHLNA B
pamMKax U3y4yeHus QUCLMMINHBI OCYLLECTBIIAETCSA B X04e TEKYLLEN N MPOMEXYTOYHOM
artTecrauun.

Tekywiasa atTectauns NpoBoAUTCS B COOTBETCTBUM C MOMNOXEHNEM O TEKYLLEN aTTecTaunm
oby4yaroLLmMxcsi No NporpaMmam BbicLLero obpasoBaHmst BopoHEXCKOro rocyaapCTBEHHOro
yHMBepcuteTa. Tekyllasa atTectaumsi npoBoauTcs B hopme MHOMBMOYaNbHOMo onpoca B paMkax
pybexHbIx atTectaunn. Kputepumn oueHnBaHusa NnpuBeaeHb! BbllLe.

[MpomexyToyHasa aTTecTaums NpoBOAUTCS B COOTBETCTBMM C [MONOXEHNEM O MPOMEXYTOYHOWN
aTTectaumm obyvaroLmxca no nporpaMmmMmam BbiCLLEro o6pa3oBaHus.
KoHTpONbHO-n3MepuTenbHbIE MaTepmarnbl MPOMEXYTOYHOM aTTecTaumm BKNo4YaoT B cebsi
TeopeTnyeckne BONpOChl, NO3BOMNSALLME OLEHUTb YPOBEHD NMOSTYYEHHbIX 3HAHUNA.

[Mpu oueHMBaHMM NCMOMb3YHTCH KaYeCTBEHHbIE LKarbl oLeHOK. Kputepun oueHnsaHms
npuBeAEHbI BbILLE.



